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ABSTRACT 

Since it was first used to secure images, chaos has been one of the best sources for cryptography. This paper takes a 

close look at how chaos-based image-encryption algorithms were made. It looks at symmetric and asymmetric 

algorithms block ciphers and stream ciphers, as well as how they were put together with other technologies. Chaos's 

unique qualities, such as its sensitivity to starting conditions, topological transitivity, and "pseudo-randomness," 

make it easy to compare it to other areas of study and improve methods for encrypting images. This paper also talks 

about how chaotic image encryption can be used in the real world and what problems it faces right now. This is 

meant to encourage researchers to keep making improvements and adding to what's already there. It could also be 

used to predict how chaos-based image encryption will change in the future.  
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I.  INTRODUCTION 

Chaos is a pseudo-random and unpredictable motion exhibited in a deterministic dynamical system due to its sensitivity 

to initial values and parameters. Chaos theory grew out of the study of the three-body problem by [1]. After many 

studies, [2] came up with, which was the first example of a chaotic answer coming from a deterministic equation in a 

dissipative system. "Period Three Implies Chaos" was the first book to use the word "chaos" to describe this event. In 

an article, [3] proposed the Logistic map. This map was then studied in depth by [4], who suggested that this map could 

be used by anyone. Since then, there has been a lot of growth in the study of chaos. A chaotic system is a complicated 

and highly dynamic system that is sensitive to initial conditions, doesn't follow a straight line, doesn't repeat itself, etc. 

In the area of nonlinear dynamics, the study of chaotic systems has become an important topic because they are hard to 

predict and control. Chaos systems can be used in many different ways and in many different areas. In finance, chaotic 
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systems are used to model how financial markets work and to come up with methods for trading. In biology, chaotic 

systems are used to study how biological systems work and how populations change over time. In neural networks, 

chaotic systems are used to describe how neurons work and to come up with new algorithms for machine learning and 

AI. Also, chaotic systems are often used in cryptography to make safe communication systems because of how similar 

their structure is [5]. [6] Said that the "chaotic encryption" method should be used. Since then, scientists have looked at 

how systems change from a well-ordered state to a chaotic one, as well as how chaotic systems work. In the years that 

followed, there was a lot of study on chaos-based cryptography, which is now also being used in the real world. 

 

Image Encryption-In a time when the Internet is growing quickly, it is easy for personal information to get out when a 

lot of pictures are processed and shared over the network. Because of this, pictures need to be encrypted and protected 

in some way. The data in a picture has special qualities, like a large capacity, high redundancy, and a high correlation 

between pixels. Because of this, image encryption has special structural requirements. Image encryption is a way to 

protect privacy and security by changing image data into a coded form. Encryption algorithms are often used to make a 

picture hard to understand for people who are not supposed to see it. Image encryption is required to make sure those 

private images, like personal, trade, and government secrets, are kept safe. In digital image processing, image 

encryption works by making it hard for unauthorized people to get to pictures, making it less likely that they will be 

stolen or changed. Digital watermarks and property information can also be kept safe with image encryption. Also, it's 

important to know that while picture encryption reduces security risks, it doesn't stop all security breaches or changes. 

So, for complete image encryption to work, it's important that the algorithms used to encrypt images are safe and 

reliable. In order to reach this goal, more and more encryption algorithms based on different technologies have been 

proposed for image encryption, such as chaos-based encryption [7,8], S-Box-based encryption [9,10], optical 

encryption [11], compression encryption [12], frequency-domain-based encryption, and DNA-based encryption. The 

major purpose of this paper is to explain the chaos-based image encryption scheme. 

 

                       
Figure 1. The architecture of permutation–diffusion chaotic image encryption 
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Chaos-Based Image Encryption-Image data generally take up more space than text data, and pixels that are close to 

each other have a lot in common with each other. So, traditional ways of encryption can't meet the needs of image 

encryption. But using chaos theory to secure images is a new way to do things. Chaos systems are very sensitive to how 

they start, and even small changes to how they start can make them move in very different ways. Even though the chaotic 

trajectory can be controlled once the starting conditions are known, it is impossible to predict the trajectory over a long 

period of time without knowing the initial conditions. Also, chaotic systems have other important qualities for picture 

encryption, such as high ergodicity, determination, and pseudo-randomness. 

A-Chaos-Based Image Encryption Based on Symmetric Encryption 

In symmetric encryption, the private key or hidden key is used for both encryption and decryption. Both the encrypt or 

and the decrypt or use the same key. To send the key, you need a secure route. When used to secure images, symmetric 

encryption can be split into spatial-domain chaotic image encryption and frequency-domain chaotic image encryption 

based on the transform domain used for encryption. 

B-Chaotic Image Encryption Based on the Spatial Domain 

In picture encryption, the image itself is called the "spatial domain." Since digital pictures are made up of many pixels, 

spatial-domain-based image encryption means working directly with the pixels. This can involve moving pixels or blocks 

around in a picture, changing the value or position of pixels in the original image, or doing other similar things. At the 

moment, most chaotic image encryption methods use spatial-domain encryption, while others use frequency-domain 

encryption. 

II.  LITERATURE REVIEW 

Chaos-based picture encryption can be put into different types based on how it is put into groups. One way to classify it 

is by how the original picture is processed, which can be split into chaotic image encryption based on a block cipher 

and chaotic image encryption based on a stream cipher. It can also be put into two groups based on the way the key 

works: symmetric key chaotic image encryption and asymmetric key chaotic image encryption. Based on these two 

groups, we'll talk about chaos-based image encryption in this part. Song, W.et.al.2023 [13]. It's important to note that 

the following parts talk about the schemes in the order in which they were first published. Also, it is supposed that 

readers know a little bit about how chaotic systems work. 

 

Figure 2 the process of the image-encryption algorithm 
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The main structure of a chaotic image encryption algorithm based on the spatial domain is a permutation–diffusion 

architecture, which is made up of two stages of iteration. During the permutation step, the pixel's position is changed, 

but its value stays the same. During the diffusion phase, the values of each pixel are changed one by one, so that even a 

small change in one pixel affects almost all of the other pixels in the picture. This is how the process works: 

Based on how the original picture is processed, symmetric spatial-domain image encryption algorithms can be split into 

two types: block cypher and stream cypher. In block-cipher-based image encryption algorithms, the picture is encrypted 

or changed in groups of bits called blocks that are all the same length. In stream-cipher-based algorithms for encrypting 

images, the digital picture is turned into a stream of bits so that it can be processed. 

Wu, X., Wang, et al. [14] introduced a chaotic image-encryption algorithm that replaces all of the original image's 

blocks and then shuffles its pixels with a chaotic sequence made by a Logistic map based on the permutation principle. 

In their study, they also talk about its VLSI architecture. 

In contrast to previous chaos-based image encryption algorithms Wang, X. et.al.2021 [15], which needed the image to 

be encrypted as a square, Wu, Z. et.al.2019 [16] proposed a different chaotic image encryption method based on a 

Baker map. The improved symmetric method can be used to encrypt images of different sizes. This method also adds 

some extra security features to the cypher image, such as password binding, ECB, and CBC modes. 

Jiao, K. et al. [17] suggested a chaos-based image encryption method that uses a 2D Standard map for confusion, a 

Logistic map for diffusion, and a Tent map to generate keys for sub-key generation and distribution. Then, in Xu, 

Q.2020 [18], a certain diffusion effect in the replacement stage caused by simple sequential add-and-shift operations 

was added to the scheme to save a lot of time on the whole encryption process. 

Liu, Y, et al. 2020 [19] suggested a 3D method for encrypting images that is built on Chen's chaotic system. After 

iteration and preprocessing, Chen's system got three discrete variable sequences. These sequences were XORed with 

different parts of the original picture to get the encrypted image.  

Ye, G., et al. 2021 [20] looked at the flaws in the suggested image encryption and made it better in three ways: The 

encryption or decryption phase needs M rounds of operations. The keystream depends on both the starting conditions 

and the grey value of the plain image. The keystream is made by chained mode, which links any two adjacent pixels. 

After M rounds of repetition, this makes it harder to see how pixels are linked together. 

Ye, G.2022 [21] built on Luo, Y. et al.2019 [22] to create a Logistic-map-based image encryption in which the 

plaintext block is permuted using a key-dependent shift method and then encrypted using a permutation–diffusion-

based technique. 

Laiphrakpam et al. (2018) [23] came up with a way to encrypt images using Logistic maps. In the method, they used 

two Logistic maps. The first one is used to come up with amounts from 1 to 24 for the second Logistic map's first 

condition. Also, the pixels of a picture are encrypted using an external 80-bit secret key and eight different types of 

operations. The result of the Logistic map determines which of these is used for a given pixel. 

Liu, H.; Kadir, et al. 2016 [24] showed a way to encrypt images using basic operations, nonlinear transformation 

functions, and a chaotic Tent map. This algorithm's cryptographic work is based on blocks of bits instead of blocks of 
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pixels. It uses session keys with 256 bits to turn a plain picture with 256 bits into a cypher image with the same number 

of bits. 

Shakiba, A et.al. 2021 [25] introduced the nearest-neighbor coupled-map lattices (NCMLs), in which a pseudo-random 

sequence is generated with an NCML and an S-Box of AES. In addition, a 128-bit external key is used to reset the pixel 

values of the image blocks with the pseudo-random sequence. Meanwhile, the lattice values of the NCML are utilized 

to relocate image blocks. 

Wang et al. (2018) [26] came up with a way for encrypting chaotic images using the Linear Diophantine Equation 

(LDE) and PWLCM. The LDE is an equation with integral values for one or more variables, for which the solutions 

must be integers. 

Wang, J. et al. (2018) [27] came up with a new 1D chaotic system based on a Logistic map. This system was then used 

in picture encryption to reduce the digital degradation of chaotic systems with key space. The difference between two 

pseudo-orbits was used to make the pseudo-random sequence, which was used to encrypt a picture. 

C-The Challenges of Chaos-Based Image Encryption 

Studying the current challenges of chaos-based image encryption is important for improving its various aspects and 

addressing potential vulnerabilities. By identifying these challenges, researchers can gain new insights and inspiration 

for developing new and more effective encryption techniques that can provide a high degree of security, efficiency, and 

usability. These challenges can be seen as opportunities for further research and development in the field of image 

encryption.[27] 

Chaos-based image encryption refers to the process of using chaotic systems or chaotic maps to encrypt digital images 

for secure transmission or storage. While it offers certain advantages, such as high sensitivity to initial conditions and 

encryption keys, it also presents several challenges. Here are some of the key challenges associated with chaos-based 

image encryption: 

Security Analysis: One of the major challenges is conducting a rigorous security analysis of the encryption scheme. 

Chaos-based encryption algorithms often rely on the assumption that the chaotic maps used possess ideal properties, 

such as randomness and unpredictability. However, analyzing the security of chaotic systems is a complex task, and 

vulnerabilities may exist that could be exploited by attackers 

Key Space and Key Management: Chaos-based encryption schemes typically require a large and robust key space to 

ensure security. Generating and managing such keys can be challenging. The keys need to be truly random, securely 

distributed, and kept confidential. Moreover, key synchronization between the sender and receiver is crucial for 

successful encryption and decryption, which can be difficult to achieve in practical scenarios. 

Computational Efficiency: Encryption and decryption processes need to be computationally efficient for real-time 

applications. While chaos-based algorithms can offer high security, they often suffer from slow encryption and 

decryption speeds. This can limit their usability, especially in resource-constrained environments or applications that 

require fast processing. 

Robustness to Attacks: Chaos-based encryption schemes must be robust against various attacks, such as chosen-
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plaintext attacks, known-plaintext attacks, ciphertext-only attacks, or brute-force attacks. Additionally, they should be 

resistant to statistical analysis, differential attacks, and other cryptanalytic techniques. Ensuring the robustness of 

chaos-based encryption algorithms is a significant challenge. 

Sensitivity to Image Transformations: Images are often subjected to various transformations, such as compression, 

resizing, or filtering, during transmission or processing. Chaos-based encryption schemes may be sensitive to these 

transformations, leading to a degradation of the encrypted image quality or potential decryption failures. Achieving 

robustness against such transformations is a considerable challenge in chaos-based image encryption. 

Standardization and Interoperability: To ensure widespread adoption and compatibility across different platforms and 

systems, standardization of chaos-based encryption algorithms is essential. Developing common standards and 

protocols that facilitate interoperability is a challenge due to the diverse range of chaotic systems and encryption 

techniques proposed in the literature. 

Practical Implementation Challenges: Implementing chaos-based encryption algorithms in real-world scenarios can 

be challenging. Factors such as hardware constraints, power consumption, and integration with existing systems need to 

be considered. Additionally, achieving a balance between security, efficiency, and usability is a non-trivial task. 

III.  CONCLUSION 

Chaos-based image encryption is still one of the best ways to protect pictures. This paper gives a full review and 

discussion of chaos-based image encryption, including symmetric and asymmetric encryption, to help you understand 

how it has changed over time. There is also a summary of the schedule and an evaluation of how well image-encryption 

algorithms work. The paper also talks about how chaotic systems can be used with other technologies to secure images. 

These technologies include neural networks, genetic algorithms, DNA technology, cellular automata, blockchain, 

elliptic curve, and others. The unique features of chaos-based encryption, such as its sensitivity to initial conditions, 

topological transitivity, and pseudo-randomness, make it possible for researchers from different fields to work together 

and improve picture encryption methods. Chaos-based image encryption is also very important in real-world uses. In 

this study, there are examples of how this could be used in the medical field, the Internet of Things, the microcontroller 

field, and the satellite field. But chaos-based picture encryption still has some problems and problems to solve. This 

study mostly talks about two problems: how to protect against cryptanalysis or attacks, and how to process encrypted 

images. Still, these problems are not just problems; they are also opportunities that can lead to more study and 

development to fix what isn't working and give hope for the future of chaotic image encryption. Overall, chaos-based 

image encryption is a promising way to encrypt images, but it needs more study and development to make it safer, 

faster, and easier to use. In a world that is becoming more digital, we can keep personal information safe and private by 

tackling problems and looking for new ways to do things. 
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